
NBCD App Cloudpath SDK Device OS GeoService OR TKX Adobe Access 
Enabler SDK

Auth Kill Switch | Live
Authenticated Users are entitled by Geolocation only & will bypass Adobe AuthZ       

Request Live Stream playVideo::Live, channelID

opt : Device GeoLocation

[ Location Services Required for Live Channel in Cloudpath Config ]

JSON Response : Live Stream Program Metadata

Customer

alt : Scheduled Live Program is Authenticated

[ User is Authenticated ]

TKX NOW / GeoService ( anvack, channelID, deviceType, ip, OPTIONAL (Latitude, Longitude, User mvpd, serviceZip)

Adobe Server

checkAuthenticationStatus()

Return : AuthN status

checkAuthorization(AuthZ token)

User Authentication Status

getAuthorization( MRSS )

Return : AuthZ token

Error:  AuthN Error

Deliver Live Stream
Load Video Player

Load Live Stream (User Lat, Long, AuthN MVPD, Service Zip)

Google

[ User is Unauthenticated ]

Error: User authenticated

Return : AuthZ token validation

alt : Scheduled Live Program is Unauthenticated

[ User is Authenticated ]
Remove Retrans Check by removing MVPD & ServiceZip in Request 
TKX NOW / GeoService Request ( anvack, channelID, deviceType, ltg, lng

JSON Response :  User Geo TVE Entitlement Check

Load Live Stream (User Lat, Long only)

Deliver Live Stream
Load Video Player

[ User is Unauthenticated ]

Load Live Stream (User Lat, Long only)

Deliver Live Stream
Load Video Player

* Cloudpath initiated 
TKX requests only

Obtain Geolocation

Lat & Long

Get the User’s Authenticated MVPD & Service Zip (Values may be null & flexibleTempPass must be ignored)


